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Your Bankôs Digital Side Door
@sdanndev



2

ά.ŜŎŀǳǎŜ ǘƘŀǘΩǎ ǿƘŜǊŜ ǘƘŜ ƳƻƴŜȅ ƛǎΦέ
Willie Sutton, Bank Robber
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Why does my bank website 
require my 2-factor token, but 
pulling my transactions into 

Quicken does not?
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Personal Financial Management

PFM
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Personal Financial Management (PFM)
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Quicken/Quickbooks Connection Types

Web Connect

ωUnidirectional

ωManual

ωDownload a file

ωOFX file format

Express Web 
Connect

ωUnidirectional

ωProgrammatic

ωScreen scrape

ωPrivate web 
service

Direct Connect

ωBidirectional

ωProgrammatic

ωStructured query

ωOFX protocol
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Web Connect

Express
Web Connect

Direct Connect

Desktop Application Middle-Man Financial Institution

OFX

OFX

OFX
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Account Aggregation Service / API
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Web Application Middle-Man Financial Institution

OFX

OFX

CSV
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Lack of Least Privilege

User has one set of 

full-privilege bank credentials
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Lack of Least Privilege

Plain text password is shared 
with and stored by aggregators
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Lack of Least Privilege

Tokenized, application-based, 
access control (OAuth) is needed
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Open Financial Exchange (OFX)

aka Direct Connect
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www.ofx.org
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Banking

ωChecking

ωSavings

ωCDs

ωLoans

Investment

ωIRA

ω401k

ωHoldings

ωEquity 
Prices

Credit Cards

ωTransactions

Transfers

ωBill Pay

ωIntrabank

ωInterbank

ωWire Funds

OFX Functionality - Financial

READ WRITE



24

OFX Functionality - Miscellaneous

ÅEnrollment
ÅSetup online access

ÅPassword Reset

ÅFI Profile
ÅLike a homepage

ÅEmail
ÅMessages and Notifications

ÅSynchronization
ÅEnsure multiple clients receive 

1-time messages

ÅImage download
ÅJPEG, TIFF, PNG, PDF

ÅBill Presentment
ÅFor 3rd parties



POST / cgi / ofx HTTP/1.1
Accept: */* 
Content - Type: application/x - ofx
Date: Fri, 16 Jun 2018 21:12:27 GMT
User- Agent: InetClntApp /3.0
Content - Length: 570
Connection: close

OFXHEADER:100
DATA:OFXSGML
VERSION:103
SECURITY:NONE
ENCODING:USASCII

<OFX>
<SIGNONMSGSRQV1>

<SONRQ>
<DTCLIENT>20060321083010
<USERID>12345
<USERPASS>MyPassword
<LANGUAGE>ENG
<FI>

<ORG>ABC
<FID>000111222

</FI>
<APPID>MyApp

</SONRQ>
</SIGNONMSGSRQV1>
... <! -- Other message sets -- >

</OFX>

HTTP/1.1 200 OK
Date: Fri, 16 Jun 2018 21:12:30 GMT
Content - Type: application/x - ofx
Connection: Keep - Alive
Content - Length: 2399

OFXHEADER:100
DATA:OFXSGML
VERSION:103
SECURITY:NONE
ENCODING:USASCII

<OFX>
<SIGNONMSGSRSV1>

<SONRS>
<STATUS>

<CODE>0
<SEVERITY>INFO
<MESSAGE>Success

</STATUS>
<DTSERVER>20060321083445
<LANGUAGE>ENG
<FI>

<ORG>ABC
<FID>000111222

</FI>
</SONRS>

</SIGNONMSGSRSV1>
... <! -- All other transaction responses -- >

</OFX>

Request Response



OFXHEADER:100
DATA:OFXSGML
VERSION:103
SECURITY:NONE
ENCODING:USASCII

<OFX>
<SIGNONMSGSRQV1>

<SONRQ>
<DTCLIENT>20060321083010
<USERID>12345
<USERPASS>MyPassword
<LANGUAGE>ENG
<FI>

<ORG>ABC
<FID>000111222

</FI>
<APPID>MyApp

</SONRQ>
</SIGNONMSGSRQV1>
... <! -- Other message sets -- >

</OFX>

OFXHEADER:100
DATA:OFXSGML
VERSION:103
SECURITY:NONE
ENCODING:USASCII

<OFX>
<SIGNONMSGSRSV1>

<SONRS>
<STATUS>

<CODE>0
<SEVERITY>INFO
<MESSAGE>Success

</STATUS>
<DTSERVER>20060321083445
<LANGUAGE>ENG
<FI>

<ORG>ABC
<FID>000111222

</FI>
</SONRS>

</SIGNONMSGSRSV1>
... <! -- All other transaction responses -- >

</OFX>

Request Response



27

OFX
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OFXHEADER:100
DATA:OFXSGML
VERSION:103
SECURITY:NONE
ENCODING:USASCII

<OFX>
<SIGNONMSGSRQV1>

... <! -- Anonymous sign on -- >
</SIGNONMSGSRQV1>
<PROFMSGSRQV1>

<PROFTRNRQ>
<TRNUID>5A59A330- 7CEC- 1000- A761 
<PROFRQ>

<CLIENTROUTING>MSGSET
<DTPROFUP>19900101

</PROFRQ>
</PROFTRNRQ>

</PROFMSGSRQV1>
</OFX>

OFXHEADER:100
DATA:OFXSGML
VERSION:103
SECURITY:NONE
ENCODING:USASCII

<OFX>
... <! -- Anonymous sign on success -- >
<BANKMSGSET>

<BANKMSGSETV1>
<MSGSETCORE>

<URL>https://o.bank.org/ofx.asp
<LANGUAGE>ENG
<SPNAME>Corillian Corp

</MSGSETCORE>
<XFERPROF>

<PROCENDTM>235959[0:GMT]
<CANSCHED>Y
<CANRECUR>N
<CANMODXFERS>N

</XFERPROF>
</BANKMSGSETV1>

</BANKMSGSET>
</OFX>

Request Response
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OFXHEADER:100
DATA:OFXSGML
VERSION:103
SECURITY:NONE
ENCODING:USASCII

<OFX>
<SIGNONMSGSRQV1>

... <! -- Anonymous sign on -- >
</SIGNONMSGSRQV1>
<PROFMSGSRQV1>

<PROFTRNRQ>
<TRNUID>5A59A330- 7CEC- 1000- A761 
<PROFRQ>

<CLIENTROUTING>MSGSET
<DTPROFUP>19900101

</PROFRQ>
</PROFTRNRQ>

</PROFMSGSRQV1>
</OFX>

OFXHEADER:100
DATA:OFXSGML
VERSION:103
SECURITY:NONE
ENCODING:USASCII

<OFX>
... <! -- Anonymous sign on success -- >
<PROFMSGSRSV1>

<PROFTRNRS>
<PROFRS>

<FINAME>Bank
<ADDR1>123 Muholland Drive
<CITY>Las Vegas
<STATE>NV
<POSTALCODE>89109
<COUNTRY>USA
<CSPHONE>206- 439- 5700
<URL>http://www.bank.org
<EMAIL>info@bank.org

</PROFRS>
</PROFTRNRS>

</PROFMSGSRSV1>
</OFX>

Request Response
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OFX Protocol Specification
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Multi-Factor Authentication (MFA)

Know

ωPassword

ωPIN

ωSecurity 
Question

Have

ωToken
ωHardware

ωSoftware

ωPKI Certificate

ωSmart Card

Are

ωBiometric

ωBehavior
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2-Step Authentication

ÅPassword + out-of-band mechanism
Å6 digit string
ÅSMS

ÅPush notification

ÅSoftware token
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OFX ñMFAò

Security Question

Å<USERCRED1>
ÅFree form field required by 

server

ÅServer defines label

ÅEx: ñMotherôs maiden 
nameò

Å<MFACHALLENGE>
ÅSecurity questions

ÅHard coded list

ÅEx: ñFavorite colorò
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OFX ñMFAò

Static String

Å<CLIENTUID>
ÅClient generated ID

ÅChecked by Server 
ÅTOFU

ÅStatic

Å<AUTHTOKEN>
ÅServer generated

ÅProvided to client 
out-of-band

ÅImplied static

ÅCould be used for 2-step 
auth
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76%

20%

4% 0%

Frequency of OFX Header: Version

102

103

202

203
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TL;DR:

If someone guesses or steals your 
bank password they can bypass 
any 2nd identity checks to access 
your account using a PFM client.
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Financial Institutions

FIs
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The Big Canadian Names
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The Big American Names
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The Smaller Names





45

There Are A Lot of Banks!

7,000 
OFX FIs 

2,000 
Public 
OFX FIs

400
Public 
Servers

15,000 FIs

7,000

Commercial 
Banks

(USA & Canada)
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Investigation
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OFX Survey

1. What FIôs are running an OFX server?
ÅFind them and talk to them

2. What software is providing this service?
ÅAsk them simple questions

Data from April 2018.
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Recon

ENUM HOSTS

TLS PING

WEB SERVER

OFX SERVER

OFX PROFILE

OFX ACCOUNT

ÅTypical URL
Åhttps://ofx.bank.com/ofx/ofxsrvr.dll

ÅUser Community
Åofxhome.com

Åwiki.gnucash.org

ÅCommercial Clients
ÅBranding Services
ÅDNS for FIs

ÅName to OFX URL translation
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Recon

ENUM HOSTS

TLS PING

WEB SERVER

OFX SERVER

OFX PROFILE

OFX ACCOUNT

ÅDNS
ÅStale A records?

ÅTLS
ÅIs server certificate expired?
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Stale DNS

Data from April 2018.
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Expired TLS Certificate

Data from April 2018.
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Recon

ENUM HOSTS

TLS PING

WEB SERVER

OFX SERVER

OFX PROFILE

OFX ACCOUNT

ÅHTTP GET /

ÅHTTP GET /path/ ofx

ÅHTTP POST /path/ ofx

ÅFingerprint
ÅWeb server

ÅWeb application framework

ÅOFX server
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HTTP 
GET /
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HTTP 
GET
/path/ofx
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HTTP 
GET
/path/ofx
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Recon

ENUM HOSTS

TLS PING

WEB SERVER

OFX SERVER

OFX PROFILE

OFX ACCOUNT

ÅHTTP POST /path/ ofx
Å<OFX></OFX>

ÅFingerprint
ÅFramework errors

ÅOFX errors



58

OFXHEADER:100
DATA:OFXSGML
VERSION:102
SECURITY:NONE
ENCODING:USASCII

<OFX>
</OFX>

Request Response
Error 500: java.lang.NullPointerException

HTTP POST /path/ofx
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OFXHEADER:100
DATA:OFXSGML
VERSION:102
SECURITY:NONE
ENCODING:USASCII

<OFX>
</OFX>

Request Response
OFXHEADER<OFX>

<SIGNONMSGSRSV1>
<SONRS>

<STATUS>
<CODE>2000
<SEVERITY>ERROR
<MESSAGE>FIDnot found in file SQL State 02000

</STATUS>
<DTSERVER>20180324234025
<LANGUAGE>
<FI>

<ORG>
</FI>

</SONRS>
</SIGNONMSGSRSV1>

</OFX>

HTTP POST /path/ofx
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OFXHEADER:100
DATA:OFXSGML
VERSION:102
SECURITY:NONE
ENCODING:USASCII

<OFX>
</OFX>

Request Response
<b>Stack Trace:</b> < br ><br >

<table width=100% bgcolor ="# ffffcc ">
<tr><td>

<code><pre>
[ ArgumentOutOfRangeException : Length cannot be less than zero.
Parameter name: length]

System.String.Substring (Int32 startIndex , Int32 length) +12518387
OFX.OFX.ProcessRequest( HttpContext context) in 

C:\ Environment \ directconnect \ OFX\ OFX\ OFX.ashx.cs:43
System.Web.CallHandlerExecutionStep.System.Web.HttpApplication.IExecutionSt
ep.Execute() +188

System.Web.HttpApplication.ExecuteStep ( IExecutionStep step, Boolean&amp; 
completedSynchronously ) +69

</pre></code>
</td></tr>

</table>

HTTP POST /path/ofx
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Recon

ENUM HOSTS

TLS PING

WEB SERVER

OFX SERVER

OFX PROFILE

OFX ACCOUNT

ÅPOST /path/ ofx
Å<PROFRQ>

ÅFingerprint
ÅSpacing
ÅIn-house vs service provider

ÅInfo Disclosure
ÅMore verbose errors
ÅLong lived sessions
ÅPassword policy



OFXHEADER:100
DATA:OFXSGML
VERSION:103

<OFX>
<SIGNONMSGSRQV1>

<SONRQ>
<DTCLIENT>20180319054443.123[ - 7:MST]
<USERID>anonymous00000000000000000000000
<USERPASS>anonymous00000000000000000000000

</SONRQ>
</SIGNONMSGSRQV1>
<PROFMSGSRQV1>

<PROFTRNRQ>
<PROFRQ>

<DTPROFUP>19900101
</PROFRQ>

</PROFTRNRQ>
</PROFMSGSRQV1>

</OFX>

Request Response
OFXHEADER:100
DATA:OFXSGML
VERSION:103

<OFX>
<SIGNONMSGSRSV1>

<SONRS>
<STATUS>

<CODE>0
<SEVERITY>INFO
<MESSAGE>SUCCESS

</STATUS>
<DTSERVER>20180319014447.551[- 4:EDT]
<TSKEYEXPIRE>20190319120000.000[ - 4:EDT]
<DTPROFUP>20081116120000.000[- 5:EST]

</SONRS>
</SIGNONMSGSRSV1>
<PROFMSGSRSV1>

...
</PROFMSGSRSV1>

</OFX>

HTTP POST /path/ofx <PROFRQ>




